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1. Initial Write-Up 

As a security researcher, you received a hint that sensitive data, like administrator pass, is being exposed 

over the internet from a restaurant’s website. Sadly, the message has been damaged, only a picture could 

be recovered. Use OSINT tools and tactics to find which website it was and see if you can truly find the 

possible administrator password and notify the owner of the website.  

Warning! This is a drill with live, operational environment. Only passive reconnaissance is allowed, no 

active scanning or brute forcing shall be applied. All legal consequences of breaking this rule is the 

responsibility of those conducting it 

 

2. Challenge specifications 

 

 Category: OSINT tools and skills/ analyst mindset 

 Difficulty : Easy 

 Expected time to solve: <2h  

 

 

3. Technical specifications 

 Distribute the attached GIF to the participants 

 

 

4. Questions and answers 

1. CTF Specific questions:  

a. Question 1: What is the originating website (www.roserestaurant.com) 

b. Question 2: What is the possible administrator password (WK7JNgYcDkzac) 

c. How is it possible to obtain information from OSINT methods? (Due to crawled data 

indexed by search robots, most of the required information to conduct successful attack 
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against weak services is available from open source intelligence. Some data says 80% of 

the sensitive, and critical data to breach a system is available in open databases.)  

d. What are the google dorks to be used to uncover relevant information? (‘Site’, ‘Index Of’, 

‘intext’ ‘intitle‘) 

e. Can you use the obtained password to further investigate the problem? (Actually, 

without permission this is a solid nope) 

f. Where is the administrator password located? (In the _vti_private folder, service.pwd 

file) 

g. What functionality allows the attacker to simply uncover the administrator password? 

(‘Index of’ functionality, to provide the catalogue of webserver) 

h. How could you possibly remediate this issue? (Turn off index of functionality, if business 

need are not requesting such catalogue to be publicated) 

2. Non-Flag specific: 

a. Question 1: Are you allowed to exploit this vulnerability? 

i. yes 

ii. no 

iii. yes, if I have permission from the owner 

iv. yes, if I’m not going to change or manipulate the data stored in the system 

b. Question 2: What is the recommended action if you gain attention to such a vulnerability? 

i. exploit the vulnerability, and create a complete test report on possible effect 

ii. conduct an assassement of possible threats, and send notification to the site 

owner without exploiting the vulnerability 

iii. leave it alone 

iv. store it for later exploiting 

3. Open Questions: 

a. OSINT techniques provide the first step in cyber kill chain, why is it necessary to conduct 

OSINT before attack? 

i. OSINT techniques reveal information from public data, and therefore they’re 

visible for all internet users, also for malicious attackers 

ii.  It is confirmed, that 80% of data leading to a compromising attack is available 

in public sources. 

iii. Search engines are trained to provide vulnerability information with specific 

commands 

iv. OSINT provides minimal data, therefore additional steps should be taken to 

compromise a system 

b. How google dorks can help conducting OSINT tasks 

i. Google dorks are designed to narrow the search results by filtering specific 

background data collected by the survey robots 

ii. Google dorks are designed for hackers 

iii. Google dorks are using built-in functionality of google search engine, and can 

find specific data, which can not be find through key-word or free search 
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iv. Google dorks are designed by malicious users, and the usage of them is prohibited 

by law 

c. INDEX OF is a normal functionality on web servers, what is your suggestion to avoid 

information leaking through this vulnerable ‘service’? 

i. Switch ‘index of’ completly off on webservers 

ii. Assign permission to each user 

iii. Create white list 

iv. Disable the service unless business needs requires to enable it 

 

5. Attack Scenario 

As a security researcher you received a hint that sensitive data, like administrator pass, is being exposed 

over the internet from a restaurant’s website. Sadly the message has been damaged, only a picture could 

be recovered. Use OSINT tools and tactics to find which website it was and see if you can truly find the 

possible administrator password and notify the owner of the website. It is possible, that the attack hasn’t 

occurred yet, but due to the high risk factor the participants might help to prevent a successful attack. 

Due to the high activities of botnets, it is likely, that another botnet perk will be assimilated, if the owner 

neglects necessary countermeasures.  

 

6. Installation instructions 

The scenario is based on existing public data, therefore no setup required 

 

7. Tools needed 

 

Description: 

The challenge is supposed to teach OSINT techniques therefore no specific tools needed 

 

8. Artefacts Provided 

GIF file from the damaged message ZIP-ed 

Name  Format Comment Checksum (SHA256) 
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Artifact 
GIF 

GIF Password:  138392a1c2272b309f05b9c32ee2b99eb2328d5d3a12a
7a64ba2ae37a4584b02 
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9. Walkthrough (writeup) 

1., Analyze the picture. Reverse search will not help, but googling for the address and restaurant keyword 

will. 
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2., Use google dorks to further explore the site (only passive tools are allowed, no dirbuster, etc)
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3.,Using the proper string will give access to _vti_pvt 
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4., Browse /_vti_pvt folder 

 

  



European Cyber Security Challenge 2019 Understanding cyber kill chain’s first 

step: Information reconnaisance 

Bucharest, Romania 11/09/2019 

 
UNDERSTANDING CYBER KILL CHAIN’S FIRST STEP: INFORMATION RECONNAISANCE | Challenge description 

Cyber Services üzleti információ / business information 

Cyber Services üzleti információ / business information 

5., Locate the service.pwd 

 

 

 

 


