Challenge Technical Specification, data to set up and access to the environment.

e |P address: DHCP, participant needs to find the IP on the specified subnet.
e QOperating Systems: Ubuntu 16.04 LTS
e Credentials
o User Credentials : challenges:RMtt54!IPASS
o Root Credentials : challenges user is in sudoers group
o MySQL Credentials : root:root
e Focus: OWASP
o default password
o remote code execution
o hardcoded credentials
e Software used
o Apache/PHP
o MysSQaL
o Ubuntu 16.04 LTS
e Important files to have in mind
o /etc/network/interfaces: Network configuration file used to assign an DHCP IP
address and nameserver. Default interface name: ens33

o Important Files or directories:

= /var/www/html: Default Webroot directory
e Other information
e  Minimum setup requirements (512 GB RAM, 2 vCPU)



