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1. Initial Write-Up

Description:

As member of a computer network administration team you received a network traffic
file recording a network communication. Your task is to analyse it help incident
response by recreating the flow of event.

2. Challenge specifications

e Category: Network/traffic/log analysis
e Difficulty : medium
e Expected time to solve: 1 hour to solve (aprx)

3. Technical specifications

Description:
Challenge Technical Specification, data to set up and access to the environment.

e IP address: To be able to access to the machines, scenario, etc...
e Operating Systems

e Credentials

e Focus (Optional)

e Software used

e Important files to have in mind

e Other information

¢ Minimum setup requirements

1. Log file is provided in pcap format
2. Participant shall have software to open and analyse it (eg Wireshark)
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4. Questions and answers

Description:
1. CTF Specific questions:

Q/A that can be directly introduced in a CFT format. This year upload of files can be
included, also REGEXPs.

Question:
What is the IP address of the malicious server data has been transmitted to?
Answer:

172.16.83.101

Question:
To how many pieces the leaked data has been sliced during transmission?
Answer:

11

Question:

What kind of illness affects Ms. Susan Martin according to the leaked data??
Answer: diabetes

Question:

What is Ms. Dorothy Perez's birthdate according to the leaked data?
Answer:

28th January 1966

Question:

How can packets originating from 192.168.0.128/25 and sent to a TPlink device
filtered?
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Answer:

ip.src == 192.168.0.128/25 && eth.dst[0:3] == f4:f2:6d

2. Non-Flag specific:

Open Questions: Answers that may need a minimum development. (No suitable for
CTF but useful for training and for a better understanding of the challenge) Multiple
choice answer

Question:
What is the name of the technique used for data exfiltration?
Answer:

DNS tunneling

Question:
What is the most important decision before setting up a log server?
Answer:

To decide about the number of days, logs need to be kept about, and calculate the
capacity.

Question:
What kind of packets are filtered with the following filter: eth.src[0:3] == 9C:1C:12
Answer:

Packets originating from Aruba devices
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Question:

What kind of effect the following Wireshark filter causes: ip.addr == 192.168.100.27
?

Answer:

Packets originating from and sent to 192.168.100.27 will be displayed.

5. Attack Scenario

The attached file contains recorded traffic from your organization’s DMZ. Analyze the
pcap file to investigate the events and figure out if there has been and data breach
at the time of the incident.

6. Installation instructions

Setup for the organizers

Distribute the attached pcap file and topology with the task description.

7. Tools needed

Tools needed for the solution of the challenge:

e Wireshark

8. Artifacts provided

File MD5 SHA256
network 2f475509c9dee5cecle269dbd | 4cf6b67362c38b10e435d8a149833aeca55905d4a74ddcf64
topology.PNG 16121bf aaf421a83a641cc
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trafficdump1905 | Obbe7309acd0fef268c435cc28

230941.zip d6s8f47

9e63ce93e8c4d7f46266b339c4a39469d321f6e640f0e5c3a
8e0692cf03100be

9. Walkthrough (writeup)

1., After opening the PCAP, loads of traffic can be seen from 192.168.2.7 to the
internet: because everything goes over the INT-Gateway, in the DMZ all traffic seems
to come from INT-Gateway, but in reality, they are originating from the ‘Office LAN'.

2., Look for strange things:

Most of the traffic is TLS, but have a look at normal HTTP:

Investigate this traffic:

M trafficdump1905230841.peapng
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Ami® BE scec=FaEEaaan
(I [htte
No. Time Source Destination Protocol Length Info
187 7.875868 192.168.2.7 172.16.83.101 HTTP 214 GET /keys HTTP/1.1
196 7.883025 172.16.83.101 192.168.2.7 HTTP 219 HTTP/1.@ 26@ OK
197 7.118527 192.168.2.7 172.16.83.101 HTTP 167 GET /keys HTTP/1.1
281 7.119221 172.16.83.101 192.168.2.7 HTTP 219 HTTP/1.8@ 200 OK
217 11.442173 192.168.2.7 13.32.223.13 HTTP 1336 GET / HTTP/1.1
219 11.473589 13.32.223.13 192.168.2.7 HTTP 638 HTTP/1.1 301 Moved Permanently (t
2568 21.958543 192.168.2.7 93.184.228.29 HTTP 291 GET /MFEwTzBMMEswSTAJBgUrDgMCGgUAB
2562 21.991567 93.184.2208.29 192.168.2.7 ocspP 842 Response
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M Wireshark . Follow TCP Stream (tcp.stream eq 24) - trafficdump1905230341.peapng - o x

GET /keys HTTP/1.1

Cache-Control: no-cache
Connection: Keep-alive

Pragma: no-cache

Accept: */*

User-Agent: Microsoft-CryptoAPI/6.1
Host: 172.16.83.181

HTTP/1.8 20@ OK

Server: SimpleHTTP/@.6 Python/3.5.3

Date: Thu, 23 May 2819 87:39:17 GMT
Content-type: applicationfoctet-stream
Content-Length: 165

Last-Modified: Thu, 23 May 2019 @7:18:21 GMT

QoXt10GydssF2I5eeYjrurcfuqdupngF
®4a)1WQ2 1wtz EA’ uP3apUhiBdvI

dyGorxCI1Eng2aGSqaLFEnZh51ko7vmn
EjaPUrkkiNasInDonngCHFIRgzL10zAk

3 et i, 3 server pity, I tum.

Entire conversation (525 bytes) ~ Show and save data as | ASCII v stream [24_ 4]
Find: | [hndes |

These can be useful later: can be keys for encryption

Following this IP gives interesting results:

Ml taticdump 905230941 peapng - [w] x

Ble [t Yew Go QCapture Anslze Sutatics Telephony Wireless Took Help

Adm2® BRBRe=ETE ]RQau

(W ldn == 21680008 BED -] oresmen +

L Time Sosrce Destination Protocol Length info
184 7.072951 192.168.2.7 172.16.83.101 e 66 58475 ~ 80 [5YN] Seqe0 MinwB192 Lensd MSS»1460 WS=236 SACK PLANe1
186 7.074997 192.168.2.7 172.16.83.101 TP 54 58479 ~ 50 [ACK] Seqel Ackel Wine6SS36 Lened
187 7.075060 192.168.2.7 172.16.83.101 W 214 GET /keys MYTP/1.1
191 7.0802%9 192.168.2.7 172.16.83.101 TP 54 58479 + 80 [ACK] Seqe161 Acke)67 WinwG5280 Lenwd
192 7.083293 192.168.2.7 172.16.83.101 TP 54 58479 = 80 [FIN, ACK] Seq=161 Ack=367 Wine65280 Lensd
104 7.107126 192.168.2.7 172.16.83.101 e 66 58430 = B0 [SYN] Seqe0 Min=B102 Lenwd M55+1460 WS=256 SACK PEAM=1
196 7.110352 192.168.2.7 172.16.83.101 TP 54 58430 + 80 [ACK] Seqel Ackel WinesS536 Lensd
197 7.110527 192.168.2.7 172.16.82.101 WrTe 167 GET /keys WTTP/1.1
200 7.116928 192.168.2.7 172.16.83.101 e 54 58400 ~ 80 [ACK] Seqellé Ack=201 Min=65200 Lensd
202 7.119574 172.16 5 TP 54 58480 - 50 [ACK] Seqelld Acke367 Winw65280 Lensd
203 7.119663 172.16 1 54 58480 « 80 [FIN, ACK] Seqe114 Ack=367 Wine65260 Len@
5429 61.513923 172.16 ons 74 Standard query Oxd593 TXT
5439 61,8253 172.16.83.101 NS 23S Standard query @xeSc7? TXT QENQ. YCCAAT2, ABE.
5441 61.828226 172.16.83.101 ons 235 Standard query xdosb TXT QENQ. 3
5443 61.837740 172.16.83.101 ons 235 Standard query Ox258c TXT QU 1cavfirg
5445 61.840613 192,168.2.7 172.16.83.101 NS 235 Standard query @x7alb TXT QENQ.AAMAM|C P 1 2%
5447 61.844599  192.168.2.7 172.16.83.101 o 235 Standard query Oxc272 TXT QENQ youdy y2bé:
5443 61847285 192.168.2.7 172.16.83.101 ons 235 Standard query OxSebl TXT QU 81h: qrtlgs/1nddl Jygy:
5451 61.852568  192.168.2.7 172.16.83.101 ons 235 Standard query x73eb TXT QENQ 1
5653 61.857223  192.168.2.7 172.16.83.101 ons 235 Standard query 9x27a2 TXT QENQ.AMMADW |7LEqIpb/yB0US: b2F J6278C. g% 5P
5455 61.860113 192.168.2.7 172.16, 01 oS 235 Standard query 9x3123 TXT QENQ. ! §dbeF 24urtkC, dni LAE oo
5457 61.863113  192.168.2.7 172.16.83.101 o 235 Standard query exfasé TXT QENQ 3

- 5450 61,86600¢  192.168.2.7 172.16.83.101 oS 107 Standard query Oxdcd2 TXT QENQ.AAMACE |BAAAABQKAQESS /FINNHVARUIGAQABARAARAA

< B >

> Frame 5459: 107 bytes on wire (856 bits), 107 bytes captured (856 bits) ce interface ©

> Ethernet 11, Src: Microsof_d8:5fid0 (bc :40), Ost: :64)

» Imternet Protocol Version 4, Srci 192.168.2.7, Dst: 172.16.83.101

» User Dotagram Protocol, Sec Port: 56155, Dst Port: 53

> Domein Name System (query)

€6 2¢ @3 00 07 64 bc 83 BS d8 ST 40 &8 00 45 00 . d € c
© 7 taficdemp 1305230941 5¢0009 Packets: 11634 - Daslayed: 23 (02%) Profie: Oefaskt

Another way: look first for DNS, and find the strange ones:
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Ml taicdump 190523041 peapng - o X
fle [t Vew Go Copture Anshze Statatcs Telephony Wireless Tooks Help
aAm @ ERBResgTIREQQAQN
(W Jéen B0 -] bpresson. +
N, Tme Sowrce Lengeh Info
5147 47.804597 188 Standard Guery response Gx)1A3 A wew.bing. com CHANE
5148 47,879521 188 Standard query response Dxa285 A www.bing.com CHAME 2-800)
5149 47.888127 188 Standard query response OxBS3b A wav.bing.com CNAME a-809

-afdentry.net.trafficmanager. net CNARL 8-
fdentry.net. trafficmanager.net CHAME a-&
fdentry.net.trafficmanager.net CHAME -0

.8

Protocol
ons
oS
oS
5338 60.456716  192.168.2.7 .8.8.8 o 75 Standerd query 0x0b5d A medlineplus.gov
5339 60.492342  8.2.8.8 192.168.2.7 ons 91 Standard query response @xtosd A medlineplus.gov A 139.14.16.160
5426 61.783996  192.168.2.7 8.8.5.8 ons. 75 Standard Guery Oxe6cd A wac.ala.nlh.gov
5429 61.813923  192.168.2.7 172.16.83.101 ons 74 Standard query Oxds33 TXT QEZyMINSAMAACK
5430 61.822057  172.16.83.101 192.168.2.7 s 86 Standard query response @xds93 TXT QEZ e TXT
5439 61825394  192.168.2.7 172.16.83.101 ons 235 Standard query OxeSc? TXT vun.mmé)ameun/wmmmmx7v.n/xnk<wn:mm=n
5440 61.827646 172.16.83 192.168.2.7 ons 247 Standard query response @xeSc7 TXT QERQ.AMAMA y 79.W8/XnkC ks J 2/
5441 61.826236  192.168. 172.16.83.101 ons 235 Standard query @xdesb TXT QENQ. 3.
5442 61.83709)  172.16.83. 192.168.2. o 247 Standard query response Oxdosh TXT QERQ.AMAAAQ.. 5. csbsorawaerofvi
5443 61.837740 192.168.2.7 172.16.83.101 ons 235 Standard query 9x258c TXT QENQ J1TICAWN. 181 IBUSHxCgpaXLAL 20680
5444 61.840027  172.16.83.101 192.168.2.7 ons 247 Standard query response Gx258C TXT QERQ.AAAAAG. RRACKQL I1TICAWN. RS
5445 61,840013  192.108.2.7 172.16.83.100 ons 235 Standard query Ox7alb TXT QENQ.AMMAAWRCL y
5446 61,843938 172.16.83.101 192.168.2.7 ons 247 Standard query response @x7alb TXT QERQ.AAALL.C! 1 Y.
| 5447 61.844599  192.168.2.7 172.16.83.100 s 235 Standard query @xc272 TXT QENQ YYRV. Tzuzryousy
5448 61.846662  172.16.83.201 192, oS 247 Standard query response Oxc272 TXT QUR.AMABA YRV, T2uzryoudy!
5449 61847285  192.168.2.7 172, oS 235 Standard query OxSebl TXT QENQ 14/ 1v0511ygY 1, 208297/ XILUEGNQ TSGR SH
5450 61.851796  172.16.83.101 192, oS 247 Standard query response OxSebl TXT QEQ.AAAASQ. 194/ 1091
5451 61.852568  152.168.2.7 172 ones 235 Standerd query @x73eb TXT QENQ. 3¢5 1.
5452 61.856622 172, 192, ons 247 Standard query response 0x73eb TXT QEQ.AMAABE. 11,
5453 61.857223 192, 172, ons 235 Standard query $x27a2 TXT QENQ.AMAASWRTLEQIPE/; b2F .VO278C
5454 61.855%50 172, 192. ons.
ons

247 Standard query response 9x27s2 TXT QEfRQ.AMAABw. 7LEQIpb/ yBOUS] JuS§6TBETQIKF J85VnGerDLL2F . vGI78C jEndachn
235 Standard query @x3123 TXT QENQ.AAMACA.TD Fene Gier:y

Narrow the filter to this address and DNS (ip.dst == 172.16.83.101 and dns) and export the data:

5455 61.860113 192, 172.16.83.101

M 1afficdump1905230841.peapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Open CtrlsO EFiEQaQaan
Open Recent »
:"9";'”" o Source Destination Protocol Length Info
gort bt 192.168.2.7 172.16.83.101 oNs 74 Standard query ©xd593 TXT QEZyMINGAAAACW
CutsW 192.168.2.7 172.16.83.101 ONS 235 Standard query @xeSc7 TXT QENQ.AAAAAA.N3GBryccAAT2/wqdMA
CtrieS 192.168. 172.16.83.101 DNS 235 Standard query @xd@8b TXT QENQ.AAAAAQ.AFF3hYA2YSuzeluGvu
CtrleShiftsS 192.168.2.7 172.16.83.101 DNS 235 Standard query @x25Bc TXT QENQ.AAAAAG.RRMWXKQLSUCNQBNpIH
192.168.2.7 172.16.83.101 NS 235 Standard query €x7alb TXT QENQ.AAAAAW.C1jQ22i422paZr312f
» 192.168.2.7 172.16.83.101 ONS 235 Standord query Oxc272 TXT QENQ.AAAABA
192.168.2.7 172.16.83.101 DNS 235 Standard query ©xSebl TXT QENQ.AAAABQ. AaxeKJIKhlh(Yssqk
o o AL 172.16.83.101 ONS 235 Standard query ©x73eb TXT QENQ.AAAABE.pA9juU2URNINFKalok
: B As Plain Text... : 172.16.83.101 DNS. 235 Standard query 0x27a2 TXT QENQ.AAAABw.7LEqIpb/yB0Uallusi
Ctrl+Shift+X - ] 172.16.83.101 ONS 235 Standard query 8x9123 TXT QENQ.AARACA.UAVSASxhgIweRefxkD
Export PDUs to File... 172.16.83.101 NS 235 Standard query ©xfaS6 TXT QENQ.AAAACQ.kU301x1fWQFczDIGNg
Export TLS Session Keys... As PSMLXML.. 172.16.83.101 ONS 107 Standard query ©xdc42 TXT QENQ.AAAACE.DAAAABQKAQCST/FFNE
Bpact Dbjcts Y AsPDMLXML..
Print... Ctrd+P As JSON...
Quit Ctrl+Q
Open the exported file and investigate.
Fée Edt Search View Encoding Language Settings Took Macro Run Bluging Window 2 x
AHHR s GRANEICc ARt HE L1 FORAus @ENBE %
= exponed cav £3 .
1 nation”,"Protocol”,"Length”,"Info"
2 2.7","172.16.83.101","DNS"™,"74" ,"Standard query 0xd593 TXT QEZyMINGAAAACW"
3 2.7","172.16.83.101" ,"DNS","235","Standard query OxeS5c7 TXT QENQ.AAAAAA.N3q8ryccAAT2/wqdMAQAAAAAAABEAAAAAAAAATTY. WB /XnkCZMuks ). /WI al2.qpLB98ula
4 2.7","172.16.83.101","DNS™,"235","Standard query Oxd@8b TXT QENQ.AAAAAQ.AfF3hYA2YSuzeIuGvuMZHSpQLOFBHYZ281nMpbS]. csbs9rmdPQbVHxh1ndugS(8Mbvﬂthhoan CqFMGIsMB
5 2.7","172.16.83.101", 'DNS' "235","Standard query ©x258c TXT QENQ.AAAAAg.RRMWxKQLIUCNQBNpIhf6WpjtvylomeqsILIICAVN. 1R IBuS+xCgpOXLAL2a68t+UU3MFDKpxqrb9qi/a.of 8BOHLAT
6 2.7, 172 16.83.101" 235" ,"Standard query 8x7alb TXT QENQ.AAAAAW. CleZZ\‘ZZp&ZrBIZB:l. DyXF a2k+7vi7YEufMesUJol IwBLcuy9Tbe8. 7v6aldwof:
7 2.7","172.16.83.101", DNS 235".'Snndard query 8xc272 TXT QENQ.AAAABA k JIraW7oyyRV.TzuzryoujyB6IwF8t+ TWsixF/yzb67nYVEIXOWEN . twOpAGODP
8 2.7","172.16.83.101","DNS","235", "Standard query @xSebl TXT QENQ.AAAABQ. MKeKJIKhlthquwaCq:tlg4/lv691:ly9¥l 2C8w29f [ X1LUEGNQIMIGK /9HkwdO4KFATovaPhdh. +2tRabwgn|
9 2.7","172.16.83.101","DNS","235", "Standard query 0x73eb TXT QENQ.AAAABg.pA9j 33g! FLIWW.A/IVBe3rr ITgjmEOVDZS1MPYyU+nBKI.S+3KJEEPN
16 2.7","172.16.83.101" ,"DNS","235","Standard query ©x27a2 TXT QENQ.AAAABw. 7LEqublyaﬁualJquﬁTSgYQﬂ(FJSSVnCerDLbZF vGZ78CFEH3aGIMaTxWNanYCPgUFgPOm/BdgIS3bq. FEv2ByF31
11 2.7","172.16.83.101" ,"DNS","235","Standard query 0x9123 TXT QENQ.AAAACA.UAVSdSxHgIweRefxkDExXFEMBZVidbeF24urtk6C. ps8Krdf3pilyYdLdnipwOK2dPLAHBM+mFaTFILZQd1 . WVZ46A82+
12 2.7%,"172.16.83.101" ,"DNS","235","Standard query Oxfa56 TXT QENQ.AAAACQ.kU301x1fWQF inyp/3 J.hDAABwsBAATKBVEHAQPTB3DWIMZDBKke ISEBAAEA . DIQmjPYAC
13 2.7","172.16.83.101" ,"DNS","107","Standard query 6xdcd2 TXT QENQ.AAAACG.bA 8f /FF 9 AR
14
« >
[Normal text file length : 2966 lines : 14 1n:34 Col:1 Sel:010 Windows (CRLF)  UTF-8 N

Looks like slices of data. There is some encoding or encryption used: capital and
small letters, slash and plus sign is used. The answer is not trivial, but not even hard:
base64.

https://rise4fun.com/Bek/tutorial/base64
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Dots are not part of these, and the first 6 letters seem to be a counter. Remove all
this and the citation marks:

Fle £t Search Yiew Encoding Language Settings Tocks Macro Run Pluging.
o HR R AR OC Ay v a3
=1 exponed_ceaned cev I
1 N3q8ryccAAT2/wqdMAQAAAAAAABBAAARAAAAAT 79WE [ XnkCZMuks J28DQ1kEhmnegs /WI JcGok SMIaL2qpLBIBulaXHMr2L+kIpByUBLQExX1y9ING /I592YZICrKS6rDmwgBm/eM61+DsIR28beDBo6OKE jBP1
2 AfF3hYA2YSuzeIuGVUMZHSpQLIFBHYZZ81nMpbS jeSbsIrawqdPQbYHXh1mdUgSCBHWMbY FLhCphanK FCQFMGISMBPFNP /GTbup1311q I 1ZXMz J+ INFEN+/xusv2ZxWrCxGSYO+8axzLypALInr zZH20GoR3t29¢0
3 RRMWXKQLSUCNQBNpIhf6WpjtvylomeqsILIIC4VNIRjIBuUS+xCgpBXLAL2a68t+UU3NFDKpxqrb9qi/aof8BOHLAI4a7SmnINTpwfPGshops9s twds IRTEr8FbEN3npci1qoBEVMOWZEDTMS87XRjWsipNpLA/dxM
B CIjQZZ\AZZpaZr3\281lZnPJNoPXNnhX9rDyXFUGNSSQDCsOqaZk-7V\7VEufMesUJolIuSL:uy9Tch7véadeBfQVssrchchXuFtjZéleGEpBiptsehGﬂZwﬁBchSzaF\PlGrVSjSCZdeidijeoRnSSCO
'lYraH7oyyRVTzuzryou)y86IwFBt‘YNsle/yzbé'anVEIwaEnthpASODPgOGPoItybecSwXS\thFlvOK‘~NaFYCHBkLoc2HﬂKK21Lg7wnk/el7PgXlvSCSYVNavJ
AeKeKJlK7athVs9qkbwﬁ(qzt194/lu@?lJygV\ZCSwZ?f/X&LUEGNqIr\9€k/9Nkw~lOdKFA! dh+2tRabwgnkIgh 4ulYpfLe 3LYFSLMZV3g! hpvQPIzfONNSrZwOIVQpx+sw8
pA9)uUZURN9NFKa10N95N3RnK)3gPVubVNrFllHHA/IVBchrSnRxDZEpzaNTgJnievozslwywanlS~3K]EEchl¢Bx\vVBzSRNlSacuI(aJ7uvrMnszGththFOe\qblé~JxXM18yvN7Dcht;qv9/K4BF
7LEQIpb/y80Ua1JuSj6T8gTQFKFI8SVnGerDLb2FvGZ78CIEH3aCIMaT xWNanYCPgUFgPOm/BdglS3bqfév2ByF31FVr IwqdFnt FBCXAMOIPNK /aVe26Z+]YQMN7QLF jFSQZ12CTISZIPAXvr+CQ708ZRjuSgy7
UAdeSxNngcRckaDéxX]En&lV]dchZdurtk6(psSKrdf39\Vden\MKZdPLAHSMOr\FaTFIixQd\WZA‘éABZ0wa8V7NychuH1j9126LVthuHthAF/JBfKD3~d/t6DV016cXJ(Hd61JrOquuw/VvSGz
16 kU301x1fWQF: 1nyp/3+AQQGAAEIhDAABWSBAA Qp JPYACAOBRUZOtGAABQEZBGAAAAAAABE LA ZQ! fADL gl
1 | bAAAABQKAQCSF/F FNhNVARU(AQAgAAMAAA
12

O B~ O

[Noemal text fite tength : 1,657 iows : 12 1n:10 Col:161 Sel:0}0 Windows (CRLF)  UTF-8 N

Decode the base64 encoding:

certutil -decode exported_cleaned.csv extracted.bin
Input Length = 1657

Output Length = 1226

CertUtil: -decode command completed successfully.

(https://dmfrsecurity.com/2017/01/07/windows-base64-encoding-and-decoding-
using-certutil/)

Looking at the file, it begins with 7z

File Edit Search View Encoding Language Semngs Teols Macro Run Plugins Window 2
o L“"Ihnoo--o‘iﬂls dcaygaxBRSTERER ®|[¢ | D) B %

»+{ extracted.bin B

7z‘/."l3§lllll!oﬂa"
2 NIRRTV 2 X W% 2@™2¢ , ' o ARACY[Mit ibf "0 —JXWRCDE! €62 A+E¥iql ~i~SAEG
.Lr-m IR 1271 neubX > EtW38D ND7i»&50MA« TEIR cOXKEREENR- 16 [ | ; @3 1 x AFAETRENA = THio celTeR. " Bfoz 1
x00h,0jzf%a01afs+6fx6hWs°o\UMEAS . [@3f o-ni»ai. |§1P$S#Mr1/ﬂ <1bs%0 ~1,2.0x0/7amz¥_1,,0[@319¢ ; @, 0l
PNEhf€2<hAr¥2€’ +ineEsu0; " *. z#MN|-502,Ey,0e:0781; M0
YEReF >8>, -E:@ETdaip H; WWE% 8% UETR" aA°l¥iU\S+fo osOD—’ © $05«ERMEez(’
i-a «=*FiAA2i0’ aupOUcEn"d/GUXy""MJ"oF"yG"m @" «o>@AMa0kQix b 22E[Es, -)|%-Q@owi7-10, AUbEia!

AT IR oMl Lch o Teas A . T-A 11 FERLNIIR: 2 A\ A confMRAUYERI A~ sos JAWY S Exca ca FYTIEINN - Lt onvaR e

-

~SNounmbwN

D

Change the file extension to ‘7z’ and open it:
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File Edit View Favorites Tools Help
& - v - - x i
Add Extract Test Copy Move Delete Info
* C\Users\DanielGattler\Documents\ITU2019\walk-through\extracted.7z\,
Name Size Packed Size Modified
patients_2019.sq| 3318 1072 2019-05-23 09:08

0/ 1 object(s) select:

the cover up
[Publish Date]

CRC Encrypted Method
B668EG46 + LZMAZ2:12 TzAES:19

‘patients_2019.sqgl’ - that seems to be sensitive data, possibly from a healthcare

organisation.

To open it, use the keys the malware has downloaded earlier:

QoXtJOGydssF2]SeeYjrurc7uqdUpngF
m4alJIWQ2lwtzEAYxygzuP8apUhiBdvIj

ZuyWDUerikQZxoYdxIQv1iA8S85AY8QyigA

dyGorxCJIEng2aGSqgalLF8nzh5lko7vmn
gjaPUrWk1Na6InDonnqCHFIOgzL1ozAk

The third one helps:

& C\Users\DinselGottier Documents\ITU201S\wakc-throughl patients_2019.5q) - Notepads »
Fde Edit Search View Encoding Lang oo
HC s eS8 A D OCc A =1 EDWDE CHCIOROE ) =
i patents_2019 83 £
PRAGMA foreign_keys=0FF;
2 BEGIN TRANSACTION;
3 CREATE TABLE patients_2019(
s first TEXT,
TEXT,
TEXT,

TEXT,
e 4" TEXT

);
1 INSERT INTO patients_2019 VALUES( LIt »
11 INSERT INTO patients_2019 VALUES( MICHA »
12 INSERT INTO patients_2019 VALUES(
INSERT INTO patients_2019 VALUES( R » ER',
14 INSERT INTO patients_2019 VALUES( 1A » X's
INSERT INTO patients_2019 VALUES( s Ia°,
INSERT INTO patients_2019 VALUES( ENA', 250

Structiured Query Language file

Wn:1 Col:1 Sel:0[0 Unix (LF) UTF-3 N

Here is the proof of the data breach.
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